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 Gegrindet 2018
e Standorte: Essen und Koéln
* Fokus: Cyber Security Advisory, Consulting und Research

* Branchenerfahrung: Telekommunikation, Informationstechnologie,

Logistik, Finanzdienstleistungen, Gesundheitswesen, Energie, u.a.
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Carsten Marmulla Jan Sudmeyer

Managing Partner Managing Partner

Senior Trusted Advisor Senior Trusted Advisor

e Standort Essen Standort Kéln
4
\\ carsten.marmulla@carmasec.com jan.sudmeyer@carmasec.com

Projekt- und Beratungserfahrung: >20 Jahre Projekt- und Beratungserfahrung: >10 Jahre
Themenschwerpunkte: Themenschwerpunkte:
+ Information Security Management * Projekt- und Information Security Management
« IT Service Management * Risk Assessments, Security Architecture, Security Engineering
+ IT Governance/Risk/Compliance Management * Data Privacy und Data Protection
« Data Privacy und Data Protection * Fraud Management, Sicherheits- und Notfallmanagement
Zertifizierungen: Zertifizierungen:
Certified Information Security Manager (CISM), ISO 27001 Certified Information Systems Security Professional (CISSP), ISO
Auditor, ITIL v3, COBIT 5 Practitioner, PRINCE2 Practitioner 27001 Foundation, ITIL v3, COBIT 5 Foundation, PRINCE 2

Practitioner



Was konnen wir?

Information Security
Management

Wegweisende Konzepte auf
Basis langjahriger Expertise und
Best-Practise.

Security Automation
Automatisierte Losungen fir das
Security Management in agilen
Entwicklungsprozessen und im
Incident Response.

Data Privacy Protection
Evaluation relevanter
Datenschutzvorgaben und
Sicherstellung der Compliance
(z.B. BDSG und DSGVO).

Governance, Risk,

Compliance

Beratung des Managements im
GRC Kontext auf Basis der
spezifischen Anforderungen.

Agile Security

Integration des agilen Software
Development Lifecycle in das
vorhandene Security
Management (Secure SDLC).

Cyber Resilience

Schutz vor Cyber Attacken und
Steigerung der Widerstandskraft
gegen Angriffe auf die
Informationssicherheit.
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Business Continuity
Aufrechterhaltung und
Wiederherstellung des
Geschaftsbetriebs nach Security
Incidents.

DevSecOps

Transformation zu DevSecOps
durch gerauschlose Integration
von Security Controls in die
DevOps und CI/CD Pipeline.

Security Research

Evaluation aktueller Security
Entwicklungen und neuartiger
Angriffsszenarien sowie Ableitung
von Abwehrstrategien.



,There are only two types of companies:
those, that have been hacked,
and those, who don’t know,
they have been hacked.”

John T. Chambers



Status Quo C D

INNOVATION

i



Status Quo

Q0

carmasec

Information Governance and Security

é Management Policy
—— Information Security Management Processes
Security Technical Working
=

Assessments Guidelines Checklists

Effort:
medium

Security

Concepts, Risk Policies & procedures & Awareness,

Trainings

Effort:
medium
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Motivation

Ressourcen

Beispiele

Aufwand
Privention/
Abwehr

Typ 1:
»Skript-Kid“

»Ruhm & Ehre“
Zeigen, was man
kann

Spiel & SpaR

Zumeist Einzeltater
oder kleinere
Gruppen

Verunstalten von
Internetseiten
Meldungen von
Schwachstellen in
Webseiten an die
Presse

Niedrig bis mittel

Typ 2:
»Hacktivist”

Politische Meinungs-
duRerung / Protest

Gut organisierte
Gruppen

Hohe Arbeitsteiligkeit
Weltweite Verteilung

DDoS gegen Banken,
die Wikileaks Konten
gesperrt hatten

Anonymous-Angriffe
gegen Unternehmen

Mittel

Primarer Fokus

Typ 3:
»Cybercrime“

Betrug
Erpressung
Geldwasche

Gut organisierte
Gruppen

Hohe Arbeitsteilung
Weltweite Verteilung
GroRe Finanzmittel
verfugbar

APTs
Phishing-E-Mails
DDoS auf Online-
shops/Onlinewetten
SPAM

Typ 4:
,Nachrichtendienste”

e Spionage
Sabotage

Staatlich gelenkt
Extrem hohe
Finanzmittel zur
Verfligung

Stuxnet (Iranisches
Atomprogramm)
Red October
(Regierungen im
Ostblock)

Sehr Hoch

Sekundarer Fokus




Hey the project is
nearly done, we should do
\__ 0 security audit to...

G

carmasec

TForthe security \
we said we'd hire
\ someone to... /

Hold on, that's not the priority,
Let's get the project started fivst,
we'll see about that later...

e —

' he site’s been online for 10 days, l
and we haven't done any security

' testing, I'm nervous... A
=T g

Don't worry, we'll
take care of it later...

CommitStrip.com
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Sleeping Positions

CISO
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* Unternehmen unterliegen globalem Wettbewerbsdruck
* Innovative Technologieansatze versprechen...

* Effizienzgewinne,

* hohere Umsetzungsgeschwindigkeit,

* Kostenreduktion,

* neue (datengetriebene) Geschaftsmodelle.
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Digitale Transformation

* |n erster Linie:

Gesamtheitlicher Veranderungsprozess (Change Management)
e Primar zu definieren:
» Zweck (Motivation) und
e Ziel (Erwartung)

* Nicht ausschlieRlich Technologiewandel
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Paradigmenwechsel

1. Infrastrukturwandel:

,On-Premise” (Rechenzentrum) = Cloud Services
2. Entwicklungs- und Releasemethodik:

Klassische Releaseplanung = Agile Methoden
3. Anderung der ,Enterprise Architecture”:

Multi-Tier-Architekturen = Microservices / Container / Serverless
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Paradigmenwechsel

yHeutezutage ist alles Code.”

Software-defined networking (inkl. Switches, Gateways/Firewalls)

Software-defined storage

yInfrastructure as Code” (e.g. Terraform)



Agile Security

Was bedeutet das flr “Security“?

Geschwindigkeitsanforderung steigt

Perimetersicherheit funktioniert nicht mehr (uneingeschrankt)
Penetrationstests helfen nicht mehr

Prozesse mussen flexibel und dynamisch werden

Bewegliche Zielarchitektur (volatile Infrastruktur, ,moving target”)
Klassisches Patch Management uneffektiv

Standardisierung und Automatisierung notwendig

Q0

carmasec



Losungsansatze QO

carmasec

e Shift Left“-Ansatz

* Dev(Sec)Ops-Methodik

e Statische/Dynamische Code Analyse (SAST/DAST)

* Secure Software Development Lifecycle (SDLC/SSDLC)
* Continuous Security Monitoring

* Security Automation



Figure 4. Shifting CARTA "Left" Into DevSecOps (Dev/Build) and Procurement (Buy) < E)?! >
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Shifting CARTA "Left"
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ID: 351017 © 2018 Gartner, Inc.

Source: Gartner (October 2018)
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Requirements

Establish Security
Requirements

Establish Design Use Approved
Requirements Tools

Core Security
Training

Create Quality
Gates / Bug Bars

Analyze Attack
Surface

Deprecate Unsafe
Functions

Threat Static
Modeling Analysis

Security & Privacy
Risk Assessment

Implementation

Verification
Dynamic
Analysis

Fuzz
Testing

Attack Surface
Review

Release

Incident
Response Plan

Final Security
Review

Release
Archive
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"+ Incident root causes or FMEA analysis
* New attack surface? :
Plan to update threat model

» Pen testing
» Compliance validation (PClI, etc.)
* Fuzzing

\

« Common abuse cases

+ Restore/maintain service

Production
for non-attack usage

Pre-production

* Break the build Stabilize

code analysis RASP auto respond

Roll-back or toggle off
Block attacker
Shut down services

« s s e

Static/IAST analysis
* Abuse case tests ¢ /
Code review f —~ S
- Appattack
detection

Threat modeling = backlog items
Analyze/Predict = backlog items
« If we do X will it mitigate Y?
« Capacity forecasting
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Pre-Commit ——————————> § Commit (Continuous Integration) ———> § Acceptance (Continuous Delivery) —————> » Production (Continuous Deployment) ———> » Operations
Security activities before code Fast, automated security checks during the build and Automated security acceptance, functional testing, and Security checks before, during, and after code is Continuous security monitoring, testing, audit, and
is checked in to version control Continuous Integration steps deep out-of-band scanning during Continuous Delivery deployed to production compliance checks
Threat Modeling/Attack Mapping: Static Code Analysis Dependency Infrastructure as Code: Cloud Configuration Security Smoke Tests: Cloud Secrets Management: Fault Injection: Blameless Postmortems:
1 Attacker personas (Sca): Management: 1 Ansible Management: 1 ZAP Baseline Scan 1 AWS KMS I Chaos Kong 1 Etsy Morgue
B Eviluser storles 1 FindSecurityBugs I OWASP Dependency Check I Chef 1 AWS CloudFormation 1 nmap 1 Azure Key Vault I Chaos Monkey R S
1 Raindance 1 Brakeman I Bundler-Audit 1 Puppet I Azure Resource Manager NS aiasean 1 Google Cloud KMS § i Continuous Monitoring:
1 Mozilla Rapid Risk Assessment 1 ESLint I Gemnasium 1 saltstack I Google Cloud Deployment Manager ) ) ) Cyber Slmulatlo_ns. 1 grafana
5 Configuration Safety Checks:  Cloud Security Testing: 1 Game day exercises I graphite
1 OWASP ThreatDragon I Phan 1 PHP Security Checker 1 Terraform . . u -
X . 1 RetireJs 1 Vagrant Security Acceptance Testing: 1 AWS Config I CloudSploit | Tabletop scenarios I statsd
Security and Privacy Stories: Security Unit Tests: Qlitaaesazurley Platform i 1 BDD-Security 1 AWS Trusted Advisor I Nimbostratus Penetration Testing: I seyren
| OWASP ASVS 1 Junit ’ ) Immutable Infrastructure: I Gauntlt 1 Microsoft Azure Advisor o Hardenlng . Jedriven def 1 sof-elk
1 SAFECode Security Stories I Mocha Container Security: 1 Docker 1 Mittn 1 Security Monkey eriarcening: ARG 1 ElastAlert
3 ‘ 1 xUnit I Actuary ' it 1 osQuery I dev-sec.io 1 Bug Bounties e
IDE Security Plugins: 1 Anchara Infrastructure Tests: 1 SIMP I Red team exercises
1 Devski Infrastructure as Code - Security Scanning: I Serverspec Secrets Management: 8 q N Cloud Monitoring:
VS AREE I Clair V_ g P . BT Host Intrusion Detection Threat Intelligence: g
1 FindSecurityBugs alysis: 1 Dagda I Arachni I Test Kitchen 1 Ansible Vault System (HIDS): ) Dlamond Model 1 Cloudwatch
1 ansible-lint . g i
gL ek I Docker Bench JLELD Infrastructure Compliance L L I fail2ban 1 Kill Chain cloudirail
1 SonarLint 00 <""_< 1 Falco 1 sqlmap Checks: 1 Chef Vault 1 OSSEC ; 1 Reddalert
! " - 1 puppet-lint 1 sslyze ! HubbleStack I Docker Secrats 1 Samhai 2 loud liance:
Pre-Commit Security Hooks: 1 cfn_nag Container Hardening: 1 2ap 5oac I Hashicorp Vault . K Cloud Compliance:
: git-hound I Bane 1 ssh_scan P 1 Pinterest Knox Continuous Scanning: i Cloud Custodian
git-secrets 1 aS Benchmarks 1 Compliance Monkey
) 1 OpenSCAP ; -
1 Repo-supervisor 1 grsecurity I Forseti Security
I ThoughtWorks Talisman 8 T = 1 OpenVAs
e = 1 Prowler
Secure Coding Standards: é =S 1 Scout2 .
Z s
1 CERT Secure Coding Standards %%é = &= 1 vuls .- comgal
- A e -
1 OWASP Proactive Controls % %
Manual and Peer Reviews:

1 Gerrit

1 GitHub pull request

1 GitLab merge request
! Review Board

A \\\\\\‘f“;“ -\ I\
/ W
i/ _Secure "\
[/ | |
| - ‘
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BIZ

DEV

OPS

. Functional Requirements
e User Stories

Infrastructure as Code

Continuous Integration

Continuous Deployment

Agile Development Methods (Scrum,
Kanban, Agile, ...)

Test Cases, Acceptance Criteria, Test
Automation

IT Service Operations (see ITIL),
Infrastructure Management
Logging & Monitoring, Utilization &
Capacity Management

Patch Management
Decommisioning

SEC

*  Compliance Requirements

*  Security Measures & Controls
e Security by design

*  Privacy by design

Development Guidelines, Secure
Development, Awareness

Security Test Cases & AC

Security Test Automation (SAST/DAST,
Code Audit, ...)

Hardening Infrastructure Artifacts
Secure Software Development
Lifecycle Management

Continuous Security Monitoring
Periodic Security Testing &
Vulnerability Management
Infrastructure hardening
Security Incident & Event
Management

Secure Software Development
Lifecycle Management
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 Verwendung von anerkannten ,Best Practices” und ,Blueprints”
* Fridhzeitiges Aufsetzen einer ,Governance”

* Nutzung von Kontrollen zur Effizienzmessung

e Standardisierung und Automatisierung

* Management von Sicherheit ist ein kontinuierlicher Prozess
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Verwendung von anerkannten , Best Practices” und ,,Blueprints”
* Fridhzeitiges Aufsetzen einer ,Governance”

* Nutzung von Kontrollen zur Effizienzmessung

e Standardisierung und Automatisierung

* Management von Sicherheit ist ein kontinuierlicher Prozess

 DAS WICHTIGSTE: KEINE ZEIT VERLIEREN UND HEUTE STARTEN




,If everything seems under control,
you're not going fast enough.”

Mario Andretti
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carmasec Limited & Co. KG
Ruhrallee 185

45136 Essen

Germany

Phone:
Fax:
Web:
Email:

+49 (0) 201 426 385 900
+49 (0) 201 426 385 909
WWWw.Carmasec.com

contact@carmasec.com



